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Abstract. In this paper we present an extension of the generalized lin-
ear equivalence relation, proposed in [7]. This mathematical tool can be
helpful for the classification of non-linear functions f : F m

p → F n
p based

on their cryptographic properties. It thus can have relevance in the de-
sign criteria for substitution boxes (S-boxes), the latter being commonly
used to achieve non-linearity in most symmetric key algorithms. First,
we introduce a simple but effective representation of the cryptographic
properties of S-box functions when the characteristic of the underlying
finite field is odd; following this line, we adapt the linear cryptanalysis
technique, providing a generalization of Matsui’s lemma. This is done in
order to complete the proof of Theorem 2 in [7], also by considering the
broader class of generalized affine transformations. We believe that the
present work can be a step towards the extension of known cryptanalytic
techniques and concepts to finite fields with odd characteristic.

Keywords: Boolean functions, generalized linear equivalence, linear
cryptanalysis, S-boxes.

1 Introduction

Symmetric key cryptographic algorithms play a crucial role in today’s secure com-
munication protocols and secure storage applications, due to their high efficiency
and key-agility. The class of block ciphers has recently known a flourishing of pro-
posals, also due to the Advanced Encryption Standard establishment process.

Block ciphers are usually characterized by an iterative nature: a constant
set of transformations, called round or more generically step, is applied several
times to the plaintext block in order to obtain the corresponding ciphertext.
The round transformation must necessarily possess several properties in order
to enforce the robustness of the whole algorithm, and to maximize efficiency: it
must be key-dependent, it should be highly non-linear and it should guarantee
a high level of diffusion of information.

These constraints must be satisfied regardless of the block cipher struc-
tural scheme, e.g. they are valid for Feistel networks [1], Lai-Massey [13] and
Substitution-permutation networks [8]. A common and well-studied method to
implement the non-linear step is to use bricklayer functions composed by S-
boxes. These are usually defined over the binary domain, i.e. S : Fm

2 → Fn
2 and

they are chosen such that their cryptographic characteristics are optimal.
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Several works have been focused on the characterization of the non-linear
properties of S-boxes, some examples being [3],[16],[17],[18], and on the possi-
bility of partitioning them into equivalence classes [14],[11],[12]; recent papers
propose efficient algorithms that can be used to decide if two S-boxes [6] or two
Boolean functions [10] are linearly equivalent. This research activity is moti-
vated by the relevant link between the properties of S-boxes and the security
and efficiency of block ciphers.

Two attacks that are particularly relevant for block ciphers are linear crypt-
analysis [15],[4] and differential cryptanalysis [5], thus most of the efforts have
been directed to the problem of finding S-boxes with optimal differential and
linear characteristics.

In [7], Breveglieri, Cherubini and Macchetti proposed an extension of the
criterion of functional linear equivalence called generalized linear equivalence;
it has been shown that generalized equivalence classes result from merging of
classical equivalence classes and that linear and differential characteristics are
indeed invariant under this broader class of transformation.

The aim of this paper is double fold. First, we elaborate more on the theoret-
ical basis of the original formulation of generalized equivalence; in fact, although
it has been proved that the linear characteristics of S-boxes are invariant in the
context of these transformations, the proof, as it is, is rigorously valid only for
fields of even characteristic. No formalization of the linear cryptanalysis tech-
nique over fields with odd characteristic can be found in the scientific literature.
This is provided in this paper, along with the corresponding generalization of
Matsui’s lemma. The original proof of invariance is then completely and coher-
ently derived.

A second contribution is the introduction of generalized affine transforma-
tions; these are indeed the natural extension of classical affine transformations
and complete the results of [7]. The proof of invariance for S-box cryptographic
robustness is thus obtained within the largest possible context.

This paper is organized as follows: in Section 2 we define and analyze the
linear characteristics of S-boxes defined over finite fields of odd characteristic. In
Section 3 we extend the linear cryptanalysis technique, providing a generaliza-
tion of Matsui’s lemma. In Section 4 we give a complete proof for the invariance
of cryptographic robustness of S-boxes, also considering generalized affine trans-
formations. Section 5 concludes the paper.

2 Linear Biases over F m
p

Broadly speaking, the goal of symmetric-key cryptanalysis is to distinguish a
block cipher from a set of random permutations, and to get information on key
material faster than it could be done via a trivial brute-force attack.

In the case of differential cryptanalysis1, the suggested distinguisher is the
probability of finding certain differences in the ciphertext blocks, given certain
1 We assume here that the reader has some basic familiarity with the ideas beyond

differential and linear cryptanalysis.
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differences in the corresponding plaintexts. If this probability deviates signifi-
cantly from what would be expected from a random permutation, the attack is
successful and information about the key can be found.

Differential characteristics for N rounds of a block cipher can be constructed
starting from differential characteristics of the single S-boxes; these in fact are
usually the only non-linear component of a symmetric key algorithm. Conven-
tional algorithms are defined over the finite field F2 for evident reasons of effi-
ciency. However, it is easy to extend the differential cryptanalysis technique to
finite fields of odd characteristic; this extension is of theoretical interest as it
may be used to test the cryptographic robustness of basic arithmetic operations,
such as multiplication, inversion, and power functions defined over a field Fpm .
Recent work has been done by Dobbertin [9] regarding the problem of finding
power monomials in such fields with optimal differential characteristics.

For a given S-box function f : Fm
p → Fn

p with p prime and m, n > 1 the
Difference Distribution Table (DDT) is built by computing the number δf (a, b)
of solutions x of the equation

f(x ⊕ a) � f(x) = b a ∈ Fm
p , b ∈ Fn

p (1)

where ⊕ and � respectively indicate sum over Fpm , the finite field associated
with the vector space Fm

p , and difference over Fpn . The lower the value of the
maximum entry in the table, ∆f = maxa�=0,b(δf (a, b)), the more robust function
f is versus differential cryptanalysis, since the differential characteristics δf (a, b)
of S-boxes located in different rounds of the cipher are, roughly speaking, con-
nected to form a multi-round characteristic. The amount of plaintext-ciphertext
block pairs needed to highlight a hypothetical differential bias is inversely pro-
portional to its magnitude.

The linear cryptanalysis technique is built upon a very similar concept,
namely that of linear distinguisher. The objective of linear cryptanalysis is to
build linear (over F2) equations involving plaintext, ciphertext and key bits that
hold with a probability significantly different from 50%. If this is possible for a
high number of rounds, then the attack may reveal information about the key
bits faster than brute-force attacks (this indeed is the case for the DES cipher).
Again, linear characteristics for a full cipher are built starting from those of the
single S-boxes.

More formally, the Linear Approximation Table (LAT) of an S-box function
f : Fm

2 → Fn
2 is built by counting the number λf (a, b) of solutions x of the

equation
a • x = b • f(x) a ∈ F2

m, b ∈ F2
n (2)

where the inner product over Fm
2 and Fn

2 is indicated with • and gives a value
in F2. The robustness to linear cryptanalysis is measured with the maximum
value Λf = maxa,b�=0(||λf (a, b) − 2m−1||). In fact, the event when the number
of solutions of (2) is always very near to 2m−1 is the best case for the designer
and the worst case for the attacker; this is because a random Boolean function is
expected to be equal to any linear Boolean function for roughly half of the points
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of its domain, i.e. 2m−1 times in the specific context2. The attacker can then
infer nothing about the function, apart from the fact that it behaves randomly,
a thing which does not help in distinguishing the block cipher from a random
permutation.

Several extensions of linear cryptanalysis are known, see for instance [2] which
contains also a very good survey. An extension of linear cryptanalysis to finite
fields of odd characteristic may be beneficial for the same motivations outlined
above for the differential case.

We start by defining the affine biases for an S-box over Fp. Let f : Fm
p → Fn

p

be an S-box function, then we introduce the Affine Approximation Table (AAT)
of f , which is built by counting the number λf (a, b, c) of solutions x of the
equation

a • x ⊕ b • f(x) = c a ∈ Fp
m, b ∈ Fp

n, c ∈ Fp (3)

The constant c in (3) is introduced to take into account the fact that the
inner product now gives a value in Fp, and for this reason it is not sufficient
to compare f to all the linear functions, and in fact all affine functions must
be taken into consideration. Another way of looking at (3) is to say that we
count the number of times that function b • f(x) is equal to the affine function
(−a) • x ⊕ c, hence the name AAT.

Each cell of the AAT of f is indexed by the triplet {a, b, c} and the AAT
is indeed a three-dimensional array rather than a table, still we keep the old
terminology for clearness. The value of interest to the cryptanalyst becomes in
this case λf (a, b, c) − pm−1; the reason is that a random function over the range
Fp is expected to be equal to any affine function in roughly one case out of p, and
since the cardinality of the domain of f is pm a simple division gives the expected
result pm−1. The overall robustness of the function can then be characterized
with the parameter Λf = maxa,b�=0,c(||λf (a, b, c) − pm−1||).

In the binary case there is no need to consider affine functions, because the
number of solutions of equation

a • x ⊕ b • f(x) = c a ∈ F2
m, b ∈ F2

n, c ∈ F2 (4)

is equal to the number of solutions for the pair {a, −b} in (2) when c = 0 and is
equal to the difference between 2m and the previous number when c = 1. In a
sense, in fields of even characteristic, affine distinguishers are totally redundant
and give no advantage to the attacker in addition to linear distinguishers.

Even in the odd characteristic case a partial redundancy is present, because
it must hold that

p−1∑

c=0

λf (a, b, c) = pm (5)

and this implies that one value out of p in the AAT is redundant. At this point
it is useful to give a visual representation of the AAT, since this will also be

2 The functions for which Λf = 2
m
2 −1 are called Bent, and exist only under additional

hypotheses on the number of input/output variables.
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Fig. 1. A graphical representation of the Affine Approximation Table

useful in the following Sections to understand what is the concrete effect of
generalized linear and affine transformations. Figure 1 depicts the AAT of a
generic S-box function f ; the values of the three parameters a, b, c vary along
the three different axes of the table. We call layers the set of cells with constant
index c, and columns the set of cells with constant a, b indexes; these structures
are highlighted in the Figure.

Elaborating on these definitions, we can say that one out of the p layers is
then redundant, because essentially all the information is already contained in
the remaining p − 1 ones. The choice of the redundant layer is arbitrary, thus
in the following discussion we will assume that all the layers are maintained. It
is clear that the number of possible biases for S-boxes defined over Fp is higher
than that of S-boxes defined over the field F2; the latter only have two layers
in the AAT. This means that more computational effort is in general required
to calculate the AAT versus the LAT, but also that the cryptanalyst may have
more freedom in the choice of the biases to be used in an affine attack.

In the next Section we will see how the AATs can be used in such a gener-
alization of the linear cryptanalysis attack.

3 Extending Linear Cryptanalysis

The next step towards a complete formulation of linear cryptanalysis on fields
with odd characteristic is the extension of Matsui’s Piling-Up Lemma [15]; this
is classically used to obtain the bias of a sum of linearly biased variables, even
if it is rigorously valid only if the variables are strictly uncorrelated.

An extension of Matsui’s Lemma has been proposed in [2], in the context
of a specific variant of linear cryptanalysis: the input/output Boolean sums are
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substituted with linear (and non-linear) projections over F l
2. The formulation

is indeed quite complex; our goal here is rather to obtain a simple formula,
involving only the affine biases, which is the direct extension of that of Matsui.

Let X1 be a variable with values over Fp; the affine bias εi
1 is defined via the

following equation:

Pr(X1 = i) =
1
p

+ εi
1 i ∈ Fp (6)

Thus a vector of affine biases Ξ1 =< ε01, . . . , ε
p−1
1 > is associated with X1. Now,

we want to be able to compute the affine bias vector of a sum of two such
variables starting from the two single bias vectors; this is done in the following
calculations, where all the sums performed over Fp are indicated with ⊕.

Pr(X1 ⊕ X2 = k) =
∑

i⊕j=k

(
1
p

+ εi
1)(

1
p

+ εj
2) =

=
∑

i⊕j=k

1
p2 +

1
p

∑

i⊕j=k

εi
1 +

1
p

∑

i⊕j=k

εj
2 +

∑

i⊕j=k

εi
1ε

j
2 =

=
1
p

+
∑

i⊕j=k

εi
1ε

j
2 (7)

By re-writing the last passage using only the affine biases we obtain:

εk
1,2 =

∑

i⊕j=k

εi
1ε

j
2 (8)

which is a direct generalization of Matsui’s formula for the sum of two variables;
moreover, the link between the affine bias vectors is given by:

Ξ1,2 = Ξ1 � Ξ2 (9)

where � stands for a variant of the discrete convolution operation where the sum
and differences of vector indexes are computed over Fp. We note that both (8)
and (9) could be easily extended to a number n > 2 of variables, and that they
reduce to the well-known formula for linear cryptanalysis if p = 2.

In the proposed extension of linear cryptanalysis the variables Xi are indeed
approximations of the non-linear components of the algorithm under considera-
tion, typically the active S-boxes, i.e. they will have the form of (3). Thus, the
affine bias vector Ξi is indeed nothing but a column of the AAT of f , indexed
by the specific values of a, b. We think that the name affine cryptanalysis could
be effectively used to identify the extension of linear cryptanalysis to fields of
odd characteristic.

An outline of Matsui’s algorithm 2 targeting a cryptographic algorithm which
operates on the base field Fp is roughly as follows:

1. The attacker chooses an affine characteristic over N −1 rounds of the cipher;
the affine distinguishers of the active S-boxes are calculated and stored in
the AATs.
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2. The attacker chooses the affine approximations for all active S-boxes, i.e. the
values of the parameters a, b are selected for each active S-box.

3. Equation (9) can then be used to calculate the affine bias vector of the global
characteristic, ΞT .

4. Last-round decryptions of the ciphertexts will eventually reveal the bias of
the affine approximation under the correct key hypothesis.

We underline a difference with regard to the case of even characteristic. The
maximum affine bias inside ΞT must always be searched for and identified; this
happens because the position of the εi

T with maximum (minimum) value depends
on the key material which is added along the affine trail. This has the effect of
changing the i in a key-dependent way, and roughly increases the complexity of
the attack by a factor of p compared to standard linear cryptanalysis.

An anonymous referee has pointed out that in the case of composite fields
Fpmn , the field Fpm can be taken as a base field in place of Fp and all equations
could be re-written properly to obtain affine approximations at a higher level.
The constant c would in this case belong to Fpm , and the inner product in (3)
would be modified accordingly. This leads to an interesting formulation of the
affine biases that may have practical applications in the case of composite fields
with even characteristic.

4 A Complete Formulation of Generalized Equivalence

4.1 An Extended Proof

Given the previous background, it is now possible to give a coherent proof of
Theorem 2 in [7]. The need for a formal extension basically derives from the
fact the original formulation of generalized linear equivalence does not take into
account the differences between linear cryptanalysis and affine cryptanalysis.
The part about differential characteristics remains unchanged and will not be
repeated here (it will be expanded when generalized affine transformation are
considered).

We summarize here the basics of the approach outlined in [7]. It is possible
to associate a particular geometric representation to any completely specified
function f : Fm

p → Fn
p . Let S be a linear space of dimension k = m + n, where

the vector components are defined over Fp; consider the set F of pm vectors,
belonging to S, formed by the rows of the truth-table of f (each vector belonging
to F is the concatenation of an input vector of f and its corresponding output
vector). We refer to F as the implicit embedding of f in the linear space S.

If an invertible linear transformation of coordinates is applied to S, the es-
sential information contained in F is not changed. Every such invertible linear
transformation is governed by a non-singular (m + n)× (m + n) matrix over Fp.
The non-singularity of this matrix, while providing the possibility to invert the
transformation, also assures that we do not loose information while transforming
the coordinates. The extended Theorem follows.
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Theorem 1. Given two functions f, g : Fp
m → Fp

n and a non-singular (m +
n) × (m + n) matrix T over Fp, if g = T (f) then the distributions of values in
the AATs of f and g are equal.

Proof. A cell of the AAT table of f indexed by {a, b, c} contains the number of
input vectors x such that aT •x⊕ bT • f(x) = c, where, for sake of clearness, the
transposed of vector v is indicated with vT .
Thus, if we consider the geometric representation for function f we have that
the cell contains the number of vectors w belonging to the implicit embedding of
f such that kT • w = c where k = (a)|(b) (the concatenation of vectors a and b);
note that a ∈ Fp

m, b ∈ Fp
n and k ∈ Fp

m+n. The merged index k is unique for
every column in the AAT of the two functions.
These vectors will be transformed by the change of basis into other vectors w′

belonging to the implicit embedding of function g such that w′ = Tw. We can
rewrite the equation as:

kT • Tw = c ⇔ (T T k)T • w = c ⇔ (k′)T • w = c

Since matrix T is non-singular, there is a bijection between the values of k and
those of k′ = T T k, i.e. the cells of the AAT of g are just a (linear) rearrangement
of the cells of the AAT of f . ��

Note that the cells belonging to a given layer cannot be shifted to different layers;
indeed the cells of all the layers are reordered in a uniform way, given only by
matrix T. The question if there are even more general transformations can thus
arise, and we positively answer in the following Section.

4.2 Generalized Affine Transformations

We introduce the following functional equivalence relation.

Definition 1. Two functions f, g : Fm
p → Fn

p are called generally affine equiv-
alent if and only if the implicit embedding of g can be obtained from the implicit
embedding of f as

G = T (F) ⊕ e (10)

where T is a non-singular (m + n) × (m + n) matrix over Fp and e is a vector
belonging to Fm+n

p .

This is the natural and most elegant definition of generalized equivalence. A
proof of invariance for the cryptographic characteristics of functions f, g is given
in the following theorem.

Theorem 2. Given two functions f, g : Fm
p → Fn

p , a non-singular (m + n) ×
(m + n) matrix T and a constant vector e ∈ Fm+n

p , if g = T (f) ⊕ e then the
distributions of values in the AATs and DDTs of f and g are equal.

Proof. We first prove the relation regarding the DDTs of f and g.
A cell of the DDT of f located in the i-th row and in the j-th column contains

the number of the input vector pairs (x, y) such that y = x⊕i and f(y) = f(x)⊕j.
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Thus, if we consider the geometric representation for function f we have that the
cell contains the number of vector pairs (w, z) belonging to the implicit embedding
of f such that w = z ⊕ k where k = (i)|(j); note that i ∈ Fm

p , j ∈ Fn
p and

k ∈ Fm+n
p . These pairs will be transformed by the change of basis into other pairs

(w′, z′) belonging to the implicit embedding of function g such that w′ = Tw ⊕ e,
z′ = Tz ⊕ e. If we define k′ equal to w′ − z′, we obtain that k′ = Tk and the
relation w′ = z′ ⊕ k′ holds. Since matrix T is non-singular, there is a bijection
between the values of k and those of k′: this means that the cells of the DDT of
g are just a rearrangement of the cells of the DDT of f .

Now we prove the relation between the AATs.
A cell of the AAT of f located in the column indexed by a, b and in the c− th

layer contains the number of input vectors x such that aT • x ⊕ bT • f(x) = c.
Thus, if we consider the geometric representation of function f we have that the
cell contains the number of vectors w belonging to the implicit embedding of f
such that kT •w = c where k = (i)|(j); note that a ∈ Fm

p , b ∈ Fn
p , k ∈ Fm+n

p and
c ∈ Fp. These vectors will be transformed by the change of basis into other vectors
w′ belonging to the implicit embedding of function g such that w′ = Tw ⊕ e. We
can rewrite the equation as:

kT • (Tw ⊕ e) = c ⇐⇒ (T T k)T • w = c � kT • e ⇐⇒ (k′)T • w = c′ (11)

Given the non-singularity of matrix T , we have a bijection between the values
of k and k′; moreover, for fixed k the values of c and those of c′ are bound by
a permutation. Thus (11) states that the cells of the AAT of g are an (affine)
rearrangement of the cells of the AAT of f . ��

The reordering of the cells in the AAT is now more complex than in the
preceding case, because here the cells can also migrate among the different layers
due to the presence of e; actually the columns of the AAT of f are permuted,
and the cells inside each column are also re-ordered in a column-specific way.

The nature of the transformation defined in (10) is quite general; an open
question is if this is indeed the most general instance of affine functional equiv-
alence relation.

5 Conclusions

In this paper we have given an extension of the generalized equivalence relation
between functions defined over finite fields; the generalized affine transformations
are the most general instance of equivalence relations proposed so far in the
scientific literature.

As a side result, we have derived an extension of the linear cryptanalysis
technique that is applicable to finite fields of odd characteristic; this may be
practically useful to test the cryptographic robustness of arithmetic operations
(and cryptographic algorithms) defined over such fields. The extension has been
named affine cryptanalysis.
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